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Exabeam

CAPABILITIES

Y/

I SIEM, UEBA, SOAR,
Insider Threat, TDIR,
Compliance

S~ INNOVATION

%} 25 Cybersecurity
patents,the
majority are for Al

*'’, RECOGNITION

v 5x Leader of

the Gartner MQ

STABLE & SCALABLE

99.9% 500+

Platform TB Daily Peak
Uptime Ingestion

GLOBAL
CUSTOMERS

620+

IMPACT

>1,800

Behavioralrules & Al models
for unparalleled detections
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The Exabeam
History of
CO ntl n U O US New Platform:

Single &

Innovation S

Use Case Approach:
Introduced Outcome-
based Security

Single Tenant Cloud:
Introduced SIEM to the
Cloud
On-Prem:
On-Prem: Introduced
Introduced UEBA & Data Lake
Machine Learning Al
to SIEM
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The State of

Threat ‘
REPORT @ Investigations fisaat D;t.ecmn'
RLEAING S were too slow gation,

and Response 2023

Researc hinsights by

Limited visibility across EIDC
their environment

They lacked incident
response knowledge

They needed automation
across the TDIR workflow

Source: IDC’s Global TDIR Survey, commissioned

by Exabeam, August—September 2023, n=1,155 ///, exabeam
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DIFFERENTIATORS

Al

Detected blind penetration test during first
two-weeks in production. Untrained SOC
analysts were able to detect, triage, and
remediate in 15 minutes using Al-driven
risk detection out of the box rules

v' Global Technology

v' Logistics and Financial
Services Provider

Copyright © 2024 Exabeam, Inc. All Rights Reserved.

Understanding what was normal vs.
abnormal saved $2M in password reset
support ticket costs. A savings of 60,000
hours/year in employee productivity;
180,000 hours in 3 years

v" Global Technology
Solutions Provider

Able to identify security blind spots with
automated mapping of data sources to
security outcomes. Using hard data from
Exabeam to onboard data sources and
plan for new Exabeam expansions

v" Regional Healthcare Provider
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The Exabeam Common Information Model (CIM)

SECRET SAUCE TO DELIVERING EFFECTIVE AI-DRIVEN SECURITY OPERATIONS

o
L

Delivers what SecOps Needs

A

v Accelerated detections

% 17/‘ > L _
4’ |mpI|f|e'd search experlence. |
wé\ v~ Automation-ready alerts and insights
"( v Detection rules that work OOTB
v Streamlined log-onboarding experience

Many Inbound

Semi-structured glization v Future-proof logging and use-cases

T

h t
Data Sources mer 5{7 Not
: N

{/ Security-focused /“ x False positive alert floods
Data Model " x Missing security critical fields or events
" 4\ x Inconsistent investigation and response

/" 4(" x Raw log needle hunts
‘»\\YUN‘ x Exhausted SecOps Teams

Weak information models can’t deliver Al-Driven insights

/). exabeam

Copy right © 2024 Exabeam, Inc. All Rights Reserv ed.



AI-DRIVEN SECURITY

Al/ML
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Pioneered anomaly
detectionvia ML (UEBA)

Threat detection and
prioritization

Near real-time across all
data sources

ML monitoring of log
source health / volume

Only viable solution to
insider threats and
compromised credentials

INTELLIGENCE FOR 10+ YEARS

GenAl

Conversational
experience

Powerful, natural
language prompted
search

Threat explainers
Faster threat hunting

Easier on-boarding
with less training
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Password Spray

N

. < Compromised Credentials

Credential Stuffing

N

<Privi|ege Escalation
Find the Blind Spots
Traditional Security <

: Insider Threats

Defenses Miss
< Excess Permissions

< Misconfiguration/ Data Leak

Dormant Accounts

NS

Account Manipulation

Data Exfiltration>

Audit Tampering / Data Destruction>

N

Al-Driven Security
Operations Platform

< Credential-Based Supply Chain Attacks
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Using a SIEM / data lake, but
need to augment or add
capabilities with an
MODULAR PLATFORM advanced Al-Driven Security
Operations Platform with
continuous risk scoring and
behavioral anomaly detection

Outgrown capabilities of your
current SIEM or don’t have a
SIEM and need an Al-Driven
Security Operations platform that
includes SIEM, advanced
analytics, and automation
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Incidentresponse

Inbound Security Operations Platform _ .
integrations

datasources //.exabeam

Authentication / Authorization

Cloud infrastructure
SaaS Apps T h reat : gsig:it?:;itti)éf Behavioral Analytics (UEBA) Cloud Security
On-prem Apps Detection gfrteslgt?;]ng Data Security

Authentication / Access | Email Security & Management

Cloud Security V """"" . """""" Endpoint Security

Data Security Frewalls
.'.. ‘-

Forensics & Malware

Email Security &

Management
Incident Response Services

Endpoint Security Artificial Response
Intelligence : ) ITSM
Frewalls * Automation Management
d : +  Platform automation Network Security
Network Security Machine «  Third-party automation
Learning ' Risk Management Software
Physical Access &
Monitoring Security Information &
- h Orchestration
Risk Management R
<= K SIEM
SIEM AV
.......... ‘ Threat Intelligence Platform
Threat Intelligence
Platform Utilities / Other
Utilities / Other Investig ation Rich Event Timelines Vulnerability Management
* Interactive Al Co-pilot
VPN / ZTNA - Reporting and Dashboards Web Security & Monitoring
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Robust ecosystem with ~700 integrations

Data Security Endpoint Security Email Risk Threat

Cloud Security (Database, DLP) EPPIEDR) Menagement Menagement Inteligence Firewalls Network SIEM Utilities / Other
Ecopes2 B (il oo | » [ .../ aruba @ama'

IA UMcAfee RSA S U1 McAfee @ ’ Vt.'{@n‘“m‘ | w
. iy . )

0) Symantec.

c
~ 2 . ° $
o 8 paloalto CHECK POINT z
g % Carbon Black ‘o ,:"

< o z

Z . . >

Cll-rlx JunirPer
onelogin @SailPoint
paloalto
proofpoint
slack
Carbon Black. FORCEPOINT
v Symantec. SHODAN
SentinelOne : paloalto PagerDuty MAXMIND
) mlre=vys U McAfee = bmc Remed
N RE— MGmaiI S e B : il n‘:xfeaes_ ht ‘
'::Ills'élc'p' "y CROWDSTRIKE clsco g e A ATLASSIAN &, C1S€O e
Note: Integrations show n are only a select number of connections w e have built
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CUSTOMER TESTIMONIALS

Al

“Exabeam has solved the struggles
with searching at scale. | run the
search, and the results show before
| can get out of my chair.”

v" Banking and Financial
Services Provider

Copyright © 2024 Exabeam, Inc. All Rights Reserved.

“We discovered abnormal access
behavior and stopped a leaver from
stealing confidential company
information.”

v Global Manufacturer and
Services Provider

“We found IBM and Splunk too
time-intensive and required too
much manual intervention to do
investigations.”

v International Footwear and
Accessories Brand
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Thank you
for your
time today
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